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Source Destination BSSID Flags | Protocol Signal dBm = Data Rate

B Cisco:FC:C7:FF Efrobile Client fhaccess Point W 882.11 WEP Data -64 36.8
B Cisco:FC:C7:FF EfiMobile Client fhaccess Point ki+ 8082.11 WEP Data -B5 36.8
B Cisco:FC:CT7:FF Efirobile Client fhaccess Point i+ 882.11 WEP Data -B5 36.8
B Cisco:FC:C7:FF B Mobile Client fhaccess Point ki+ 882.11 WEP Data -B5 18.8
BB Cisco:FC:C7:FF B Mobile Client fhaccess Point i+ 882.11 WEP Data -64 18.@
B Cisco:FC:C7:FF B Mobile Client fhaccess Point ki+ 882.11 WEP Data -B5 18.8
BB Cisco:FC:C7:FF B Mobile Client fhaccess Point i+ 882.11 WEP Data -64 18.@
B Cisco:FC:C7:FF B Mobile Client Ehaccess Point ki+ 8082.11 WEP Data -B5 12.8
BB Cisco:FC:C7:FF B Mobile Client fhaccess Point i+ 882.11 WEP Data -B5 12.8
B Cisco:FC:C7:FF EfMobile Client Ehaccess Point ki+ 8082.11 WEP Data -64 12.8@
BB Cisco:FC:C7:FF B Mobile Client fihaccess Point ki+ 382.11 WEP Data -B5 12.@
B Cisco:FC:C7:FF EfMobile Client £ access Point i+ 882.11 WEP Data -B5 12.8
BB Cisco:FC:C7:FF B Mobile Client fihaccess Point ki+ 382.11 WEP Data -B5 12.@
B Cisco:FC:C7:FF EfMobile Client thaccess Point W+ 882.11 WEP Data -B5 12.8
EfMobile Client l@.-’-'.ccess Point l@.-‘-'.ccess Point 882.11 Null Data -41 11.@
@Access Point EfMobile Client = 8082.11 Ack -59 2.@
EfMobile Client BEiCisco:@7:aC:96 l@.-‘-'.ccess Point W 882.11 WEP Data -43 11.@
@Access Point EfMobile Client = 8082.11 Ack -59 2.@
BB Cisco:FC:C7:FF EfMobile Client @;‘-CCESS Point W 882.11 WEP Data -63 36.8
B Cisco:FC:C7:FF EfMobile Client |;“‘?‘ﬁm.ﬂ'.cces.s. Point b+ 882.11 WEP Data - 64 6.8
BB Cisco:FC:C7:FF EfMobile Client @;‘-CCESS Point i+ 882.11 WEP Data -63 36.@
B Cisco:FC:C7:FF EfMobile Client @.{\CCESS Point W+ 802.11 WEP Data -64 36.8
BB Cisco:FC:C7:FF EfMobile Client |;“'{_1'21..1'.ccess Point W+ 882.11 WEP Data -63 15.@
B Cisco:FC:C7:FF EfMobile Client @.{\CCESS Point W+ 802.11 WEP Data -63 18.@
BB Cisco:FC:C7:FF EfMobile Client l{';_'!_1‘13.1'.ccess Point W+ 882.11 WEP Data -63 18.@
B Cisco:FC:C7:FF EfMobile Client l{'i_'!_l'ﬁ.-ﬁ.cces.s. Point W+ 802.11 WEP Data -63 18.@
BB Cisco:FC:C7:FF EfMobile Client @.ﬁccess Point W+ 882.11 WEP Data -B63 12.@
B Cisco:FC:C7:FF EfMobile Client l{'i_'!_l'ﬁ.-ﬁ.cces.s. Point W+ 802.11 WEP Data -63 12.8
B Cisco:FC:C7:FF Efrobile Client fhaccess Point ki+ 882.11 WEP Data -64 12.@
B Cisco:FC:C7:FF EfiMobile Client fhaccess Point ki+ 8082.11 WEP Data -B64 12.8@
B Cisco:FC:C7:FF Efrobile Client fhaccess Point ki+ 882.11 WEP Data -B3 12.@
B Cisco:FC:C7:FF EfiMobile Client fhaccess Point ki+ 8082.11 WEP Data -63 12.8@
BB Cisco:FC:C7:FF B Mobile Client fhaccess Point i+ 882.11 WEP Data -B3 12.@
B Cisco:FC:C7:FF B Mobile Client fhaccess Point ki+ 882.11 WEP Data -63 12.8
EfMobile Client fhaccess Point fhaccess Point 882.11 Null Data -41 11.8
EfhAccess Point B Mobile Client = 882.11 Ack -59 2.8
EfMobile Client BEiCisco:e7:ac:96 fhaccess Point W 882.11 WEP Data -47 11.8
U access Point B Mobile Client = 882.11 Ack -68 2.8
BB Cisco:FC:C7:FF B Mobile Client fhaccess Point i+ 882.11 WEP Data -64 36.8
B Cisco:FC:C7:FF EfMobile Client Ehaccess Point i+ 882.11 WEP Data -B3 36.8
BB Cisco:FC:C7:FF B Mobile Client fihaccess Point ki+ 382.11 WEP Data -B3 18.@
B Cisco:FC:C7:FF EfMobile Client £ access Point i+ 882.11 WEP Data -B3 18.8
ﬁ. BB Cisco:FC:C7:FF B Mobile Client fihaccess Point ki+ 382.11 WEP Data -B3 12.@
. B Cisco:FC:C7:FF EfMobile Client l@»ﬁ.ccess. Point b+ 882.11 WEP Data -63 12.@
iy i2 BB Cisco:FC:C7:FF r’.obile Client l%.&.ccess Point i+ 882.11 WEP Data -63 12.@
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B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Mobile Client
@ﬂﬂccess Point
B Mobile Client
@%Access Point
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
B Cisco:FC:C7:FF
@ Cisco:FC:C7:FF
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Destination

EfMobile
EJMobile
EJMobile
EJMobile
B Mobile
EJMobile
B Mobile
EJMobile

EJMobile
EJMobile

HJMobile
BfMobile
EJMobile
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EJMobile

B Cisco:@7:AC:96
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.11
.11

11
11
11
11
11
11
11
11
11
11

WEP Data
WEP Data
WEP Data
WEP Data
WEP Data
WEP Data
WEP Data
WEP Data
WEP Data
WEP Data
WEP Data
WEP Data
WEP Data
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Mull Data
Ack

WEP Data

Ack

WEP Data
WEP Data
WEP Data
WEP Data

Signal dBm = Data Rate
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The Packets Never Lie!
But often our interpretation of the packets do
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Agenda

. Which channel?

. Which packets should be acknowledged?
. What do corrupted packets mean?

. How important is location?

. Where is my data?

. Getting the complete picture
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Which channel?
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Where we see channe

Source
Cisc

EPCisco:1a:6F:40
E§06:18:84:73:F0:D6
:54:38
:5A:38
:@7:88
B8 Cisco:1A:6F:44
BB cisco:1a:6F:42
Efea:18:04:79:F0:D6
EPec:27:24:E6:16:081

E§84:18:3A:16:06:A8

B8 n6:26:87:FB:98:28
B8 Meraki:79:F8:D6

Efen:18:84:79:F0:06
ERreraki:79:F0:06
EP Cisco:1a:6F:45

E§06:18:84:73:F0:D6
EPeA:18:04:79:F0:D6
EfCisco:1A:6F:42

@ Meraki:79:Fe:D6
BB Cisco:1a:6F:45

EPSC:E@:(5:EF:50:A1
EPe6:18:84:79:F0:D6
EPeA:18:04:79:F0:D6
EfMeraki:79:F0:06

EEe6:18:84:79:F8:D6
EBAA:1R:AA: 79:FA:NA

Destination
EPEthernst Broadcast

EPEthernet Broadcast
EPEthernet Broadcast
EPEthernet Broadcast
EPEthernet Broadcast
E954:18:3A:56:86:A8
E@Ethernet Broadcast
EPEthernst Broadcast
EPEthernet Broadcast
EPEthernet Broadcast
EP6C:8D:C1:55:E3:68D
EP6C:8D:C1:55:E3:6D
EPEB:50:8B:(B:(D:30
EP5e1ityDigi:9B:8B:92
EPEthernet Broadcast
o
thernet Broadcast
EPEthernst Broadcast
3F:93

x:83:080:08

Broadcast
EPEthernet Broadcast
EYFF:FF:33:61:F2:FF

¥Ethernet Broadcast
EPEthernst Broadcast
WP xerox:60:00:00
EPEthernet Broadcast
EPEthernet Broadcast
EPEthernet Broadcast
EPEthernet Broadcast
W Xerox:88:00:00
EPEthernet Broadcast
EOFtharnet Rrnadrast

BSSID
ci

EPCisco:1a:6F:40

EPo6:18:0A:79:F0:D6
EP84:18:38:15:54:38
E984:18:3A:55:5A:38

EECisco:1A:6F:44
B cisco:1a:6F:42
EPoa:15:00:79:F0:0D6
EPec:27:24:E6:16:01

E91C:1D:1F:6E:6B:3E
[@Meraki:79:F8:D6

EPoa:15:00:79:F0:0D6
EPreraki:79:F@:06
EPC8:F9:39:76:6F 145

EPe6:18:0A:79:F0:D6
EPoA:18:08:79:F0:D6
EPC8:61:F4:1A:6F:42

[@Meraki:79:Fe:D6
EPcisco:1a:6F:45

EPEthernet Broadcast
EPes:18:04:79:F0:06

EPoA:18:08:79:F0:D6

EPMeraki:79:F8:D6

EPes:18:00:79:F8:D6
EBaA:1R:A4:79:FA:DA

Information?

Jode

Flags Signal dBm = Data Rate Deltz Time  Protocol Channel Size [ i e Riverwalk NOLA
* Y 12.8  ©.886232 882.11 Beacon 6| 2464 @ scanEs:03:05:18
#OU+ -84 5.8 ©.884749 882.11 Control 6 34 e 5C:AAB3:05:33:48
*pC -84 1.8 ©.887421 882.11 Beacon 6| 2311 VR,
P =77 1.6 ©.902924 882.11 Beacon 6| 2531 9 BCAABR05:33:4C
* -69 12.8  ©.200159 822.11 Beacon 6| 177 ¢ e 5C:AA:B3:03:D5: 1C
* -89 12.8  ©.800156 882.11 Beacon 6| 1771 )
c+ -83 24.8  6.881331 882.11 QoS CF-Poll 6 36 | “ 8 HHCOperations
* -84 1.6 ©.887513 862.11 Beacon [ 209 | e 6C:AA:B3:43:05:18
P -89 1.8 ©.913074 882.11 Beacon 6| 2314 [ —
* -79 1.6  ©.803806 302.11 Beacon 6 199 | e GCIEETRETE
*pPC -88 12.@ ©.808254 882,11 Beacon 6 298 | e 6C:AA:B3:45:33:4C
# 88 24.8  ©.084208 882.11 CTS 6 14 | e SCIAABRATD5: 10
4 -85 24.8  ©.000007 502.11 BA 6 32 4
4 -86 24.8  ©.802492 802.11 Ack 6 14 1 v e Guests
cr -89 12.8  ©.801934 582.11 Data 6| 2981 e CC:16:7E:52B 1AL
P -74 1.8 ©.842629 882.11 Beacon 7| 25314
# -a2 1.6 ©.012262 302.11 Ack 7 14§ @ cciis:7E:52BLAE
* -75 1.8 ©.940196 892.11 Beacon 7| 199 ¢ v 8 WaLs
P -75 1.8 ©.949946 882.11 Beacon 7| 2534
=pC 83 1.8 ©.808336 882.11 Beacon 7| 2z e CC:16:7E:52:B1:AD
4 -83 1.8 ©8.803875 502.11 Ack 7 14 | e CCi16:7E:52:B1IAF
P -74 1.6 ©.913386 882.11 Beacon 7| 2534 )
* -73 1.8 ©.825286 882.11 Beacon 7| 1994 v @ 17 Adnin
#PC -77 1.8  ©.882059 302.11 Beacon 7 231 | hd e 0C:27:24:E6:98:E1
® Packet Info
*C
" @ Packet Number: 288
e @ Flags: 8xeapa0806
.
.p @ sStatus: B BAEEREE
w® @ Packet Length: 113
* ¥

@ Timestamp: 14:42:31.819826588 88/12/2816

@ Data Bate: 2 1.8

@ Channel: 2 2417MHz

@ Signal Level: 100%

@ Signal dBm: -47

@ Noise Lewel: 10%

@ Noise dBm: -B6

Type
ESSID

AP
AP
ESSID
AP
AP
ESSID
AP
ESSID

AP

ESSID

Channel

1, 3, 60,

1, 3, 60,

e

132
1

3
60
132
132
1

COon on o

and

02.11b
02.11b
02,113
02.11a

02.11b
02.11b
02.11a
02,113

02.11b
02.11a

Encryption

CCMP
CCMP
CCMP
CCMP

CCMP
CCMP

TKIP

TKIP




Channel Information — Beacon

I Packet Info

@ Packet Number: 288

@ Flags: Bx00000000

@ Status: Bx 88866600

@ Packet Length: 113

@ Timestamp: 14:42:31.819826500 88/12/2016 Channel the packet was capture on
@ Data Rate: 2 1.8 Mbps

@ Channel: 2 MHz &e2.11b

@ sSignal Level: 188%

@ Signal dBm: -47

@ Noise Lewvel: 18%

@ Noize dBm: -86 Channel the packet was transmitted on

= if' Direct Sequence Parameter Set

@ Element ID: 3 . rgft Sequence Parameter 5et [68]
@ Length: 1
@ Channel: 1 [62]
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Which packets should be
acknowledged?




CTS/ACK

= Y 882.11 MAC Header

@ Version: @ [@ Mask @x83]

@ Type: %891 Control [8 Mask ex8C]

@ Subtype: %1188 C(Cleor To Send (CTS) [@ Mask @xFe]

= T Frame Control Flags: %88888686 [1]

i 8... .... Non-strict order
& .B.. .... Non-Protected Frame
P .B. .... No More Data
i .8 .... Power Mognogement - gctive mode
i e This is not @ Re-Tronsmission
@ 8.. Last or Unfrogmented Fraome
i .8. Not on Exit From the Distribution System
e .8 Not to the Distribution System

@ Duration: 118 .".‘ICI"..-:ECSI'.'I?: [2-3]

Receiver: AB:5B:78:3B:84:16 [4-9]
= Y ECS - Frame Check Sequence

@ FCs: @x9D871EAF [18-13]

=MEW ORLEANMES

WIF!

B ¥ B882.11 MAC Header

@ Version: @ [@ Mask 8x83]

@ Type: %91 Control [8 Mask @x8C]

@ Subtype: %1181 Acknowledgment (ACK) [@ Mask 8xFa]

= af' Frame Control Flags: %880888888 [1]

) B... .... Non-strict order
@ .8.. .... Non-Protected Frame
@ .B. .... No More Dato
) .8 .... Power Mognogement - gctive mode
@ a This is not @ Re-Tronsmission
@ 2., Last or Unfrogmented Frame
i .@. Not gn Exit from the Distribution System
7] .8 Not to the Distribution System

@ Duration: e .‘-.‘icr‘..-;ecsnm. [2-3]

Receiver: AB:S5B:78:3B:84:16 [4-9]
E Y ECS - Frame Check Seguence

@ FCs: @xB29EBFE2 [18-13]




Client Troubleshooting

Packet Source Destination Flage = Channel  Signal dBm Data Rate  Protocol

1268 HjWireless Client BRvireless AP - 112 -57 6.8 882.11 Auth
1269 ERlireless AP FlWireless Client = 112 -61 6.8 B882.11 Ack

1276 E@vireless AP BiWireless Client = 112 -61 6.8 882.11 Auth

1271 $jWireless Client Bvireless AP * 112 -55 6.8 882.11 Assoc Req
1272 B Wireless AP Bl Wireless Client = 112 -62 B.@ B882.11 Ack

1273 E@wireless AP FlWireless Client * 112 -61 6.8 882.11 Assoc Rsp
1274 E@vireless AP Bl Wireless Client * 112 -62 6.8 8382.11 Action
1275 E@vireless AP PiWireless Client 112 - B4 6.8 EAP Reguest
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Acknowledgment

i Packet Info

@ Packet Number: 1388
@ Flags: ExOe0Ra68 1
@ Status: Bx8AARAREE
@ Packet Length: 14
@ Timestamp: 13:23:39.594567988 81/22/2815
@ Data Rate: 12 6.8 Mbps
@ Channel: 112 s568MHz 8e2.11o
@ sSignal Lewel: 83%
@ signal dBm: -63
@ MNoise Level: 6%
@ Noise dBm: -5
% 882.11 MAC Header
@ Version: @ [8 Mask 8xB3]
@ Type: ®%81 Control [8 Mask 8x8C]
@ Subtype: %1101 Acknowledgment (ACK) [@ Mask @xF@]
= T Frame Control Flags: %88808888 [1]
) ... .... Non-strict order
) .8.. .... Non-Protected Fraome
@ .8. .... No More Data
o] .8 .... Power Mgnogement - arctive mode
&7 B... This is not @ Re-Tronsmission
@ .8.. Last or Unfrogmented Frome
) .B. Nat an Exit Ffrom the Distribution System
) .8 Not to the Distribution System
@ Duration: 14 .‘-.‘icr..,:ec..,noa [2-3]
i Receiver: 2C:F@:EE:DC:87:81 Wireless Client [4-2]
—] T ECS - Frame Check Seguence
e @ FCs: expe93CD512 Colculoted
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What do corrupted packets mean?
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CRC Errors

acket Source Destination Flags Channel | Signal dBm = Data Rate | Protocol [
1284 .ﬂE’E:lE:E’E‘l:EE:FE:EE #C & -B5 36.8 5382.11 Ack

1281 .FEE:ES:?D:EC:E?:-I#B .HED:ZE:EE:SE:FE:DC W -B3 15.8 B882.11 Deauth

12832 .ﬂZF:DD:.ﬁD:E.ﬁ:?E:El .ﬂﬂ3:95:3C:CE:E‘IE:ﬂE Chl+ -B5 15.8 B582.11 Frag

12@3 .ﬂDB:l?:FZ:l-ﬂf:Bl:EB .ﬂ.ﬂE:EE:.ﬂ?:?F:-ﬂE:ﬂ#l Chl+ -b3 12.8 B882.11 Frag

1284 C+ -65 45.8 582,11

1265 EP34:E3:94:EC:83:42  HP56:DD:67:31:75:58 (W -63 48.8 882.11 Frag

@
8 @
8 @
8 @
8 @
8 a
1266 EE)oF:00:86:85:81:DB B 6D:B7:38:3F:5E:42 Chi+ 8 -64 18.8 882.11 Frag
1267 EPCC:EC:4C:84:E9:48 B9c8:C5:88:67:98:09 W+ & -B5 12.8 882.11 Management
1268 B AB:AS5:8B:57:33:EA B3 20:94:FB:B2:AA:75 4+ a8 -B5 36.8 882.11 Probe Req
1269 EPB1:A8:7F:2A:1D:AC E96D:E6:89:45:C1:C1 *C+ 8 -4 24.8 882.11 Management
121@ Chi+ 8 -64 48.8 882.11
1211 EE85:73:62:44:CA:AB BEoeE:C0:29:8B:8F: 9F Chi+ 8 -B65 >4.8 882.11 Frag
1212 @§46:19:DD:47:37:22 B8 20:4F:AD:D5:C4:59 C+ 8 -67 18.8 882.11 Null Data
1213 E842:8D0:38:22:51:F8 #C 8 -b4 18.8 882.11 CT5
1214 #C+ 8 -66 45.8 8082.11 Control
1215 EECD:94:4F:909:E2:E4 B8 1C:A4:48:10:AE:B3 C+ B8 -66 48.8 882.11 Frag
1216 @§79:95:85:A5:D3:21 E8E9:59:11:08:B08:11 H#CW+ 8 - 64 48.8 882.11 BAR
1217 B 7B:8E:8F:32:84:87 B9 aF:3E:65:5F:59:83 =L+ 8 -65 48.8 882.11 Management
1218 E§D1:91:6C:FB:7F:1B B8 20:05:78:2F:13:BB *C 8 -64 18.8 882.11 Assoc Rsp
1219 EPEG:CE:89:21:2D:98 EB911:13:E8:E4:02:29 W & - 54 18.8 B882.11 Reassoc Req
— 1228 EECD:EE:89:AC:48:BF B9D6:C7:71:3D:37:ED CW a8 -b4 48.8 882.11 Frag
H._“n 1221 EAB:7B:AC:C2:F9:87 B ED:CB:48:7E:FB:56 W 8 -b4 12.8 882.11 Disassoc
o A 1222 E62:99:108:84:B5:72 B8 24:ED:C8:33:1A:3B #C a8 -B5 18.8 882.11 Control

Z01E = MEW ORLEAMES
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Retries tell a better story

S s (%= ED) W]l |l (@ | @29 [(Ase [@e ]| [0 |

| Total v || Retransmission Rate ni-|153 nd Interval| ==
1om | | Total 11.043
[v] mqtest 22,044
[w] trinitylane 2.404
=la] (] 6.650
_|
a
u
el
& &0
1]
a
n
El
n
n
5]
7 40
el
]
"
n
e
20 |

-

. ﬁi‘j‘t‘qﬂf A {Mmﬁn\- A J 'Aﬂﬂc/ r | |m Jutr M" | Mﬁ%ﬂ%\aj\l\f\[w} |_/J ,‘”\MM'R\ i\fiﬂ‘ﬁb&b\

15:08:22 15:08: 36 15:08:50 15:09: 04 15:09:18 15:09:32 15:09:46 15:10:00 15:10: 14 15:10: 28 15:10:42 15:10:56 15:11:10 15:11: 24 15:11:38 15:11:52 15:12:06 15:12:20
9/16/2008 15:08:22 44 4 |0:04:06 W P 15:12:26 9/16/2008
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How iImportant Is location?
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Capture location




Capture location

Is there a problem?

0 2-way traffic seen here
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Where Is my data?
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No data

Source
B Meru:02:56:A2

B2D4:F4:6F:05:E6:

Missing Data

BD4a:F4:6F:085:E6:
EPD4:F4:6F:85:E6:

EfiMeru:02:56:A2
B reru:02:56: A2
B rMeru:02:56:A2

B4 F4:6F:05:F6:
ESD4:F4:6F:05:E6:
BYD4a:F4:6F:85:E6:

Breru:02:56:A2
B Meru:02:56: A2
B Meru:02:56:A2

B8D4:F4:6F:05:F6:
EfD4:F4:6F:05:E6:
E9D4:F4:6F:05:E6:

B Meru:02:56:42
B reru:82:56: A2
B Meru:02:56: A2

B9Dd:F4:6F:85:E6:
E§D4:F4:6F:05:E6:
EPD4a:F4:6F:85:E6:

EfiMeru:02:56:A2
B reru:02:56: A2

Destination Protocol Delta Time
Dﬂ-:F-ﬂ-:EF:'EIS:EE:?-ﬂ- 8682.11 RTS a8.888491
74 W@Meru:82:58:A2 862.11 CTS §.680000
74 F.EPU:EZ:EB:AE 882.11 BA 8.88l1le36
74 rf'.Er‘L.l:EIZ:SEI:ﬁ'ﬂZ a882.11 RTS a. 860666
Dﬂ-:Fﬂ-:EF:BE:EE:?-ﬂ- 882.11 CTs 8 888682
M:F#:EF:EE:EE:?# a8682.11 BA a.888245
.FD-'-'I-:F-‘J-:EF:'BE:EE:?-‘J- 882.11 RTS a.8ealz2a
74 rf'.Er"L.I:EIE:SEI:AE 8a82.11 CTS
74 .FF'.EPL.I:EIZ:SB:HZ 882.11 BA 'B.'E'BIE'BEI
74 F'.EPU:EZ:SB:AE 8282.11 RTS a8.88a88a1
.FD#:F#:EF:’BE:EE:?# 882.11 CT5 & G066
D-'-l:F-‘-"r:EF:EE:EE:?-‘l 882.11 BA a.88allv
M:F#:EF:BE:EE:?# 882.11 RTS a.888258
74 F.EPU:EZ:EB:AE 882.11 CTs %
74 rf'.Er"L.I:EIE:SEI:AE 8682.11 BA a.881584
74 .HMEF‘L.I:EIE:EB:AZ 882.11 RTS a.8888a8l
Dﬂ-:F-ﬂ-:EF:'EIE:EE:?-ﬂ- 882.11 CTS A . araaal1
.FD#:F#:EF:EE:EE:?# 882.11 BA a.888241
D4:F4:EF:'EIE:EE:?4 882.11 RTS a.88a88al
74 rf'.Er‘L.I:EIZ:SB:HZ 882,11 CTS & 8688687
74 F.EPU:EZ:EB:AE 882.11 BA a.88l1388
74 rf'.Er"L.I:EIE:SEI:AE a882.11 RTS a.88a88a1
Dﬂ-:Fﬂ-:EF:BE:EE:?-ﬂ- 882.11 CTs _ﬂ_ﬁ&&&ﬁll
M:F#:EF:EE:EE:?# a8682.11 BA a.888243

Duration time
between CTS and
Block Ack is an
indication of the
data transmission

.J-
|



MU-MIMO Data Exchange

Source Destination Protocol Decode: Subtype Delta Time

ftﬂ.ﬂ.cceu Point MU Ethernet Broadcast 882.11 Control &181 VAT NDF Announcement .BBa552)

. B Client #3 B access Point 882.11 Management %1118 Action No Ack . 888542

MU Sounding @ Access Point MU @) Client #1 862.11 Control %8188 Beomforming Report Poll . BBEBBY
Exchange @) Client #1 i access Point 802.11 Management %1118 Action No Ack 88a512
aeaaag

By access Point MU By Client %2 882.11 Control ®A1B8 EBeaomforming Report Poll
] Point .11 Management %1116 Action No Ack

a
a
a
a.
a.
MU Dat =
ata Acce=zs Point Block Acrnowledgement ACk a.
@{.Access Point EjClient #1 8682.11 BAR %1088 FBlock Acknowledgement Reguest (BlockAckReg) 8.882888
Data Ack ®g Client #1 faccess Point 562.11 BA %1001 BlLock Acknowledgement (BLockAck) 0.000004
IE"?ﬁffu.ﬂ.CCEE.E. Foint BiClient #2 882.11 BAR %1988 FElock Acknowledgement Request (BlockAckReq) A, PeaRas
\&J Client #2 %I—zccem Point 882.11 BA %1081 Elock Acknowledgement (BlockAck) 8.800625
@i Client #2 Access Poilnt B882.11 CT5 %1188 Clear To 5end (CT5) a.8eaal187
B Client #3 IE'E‘}u.i'.r:rzesz, Foint 882.11 BA %1981 FElock Acknowledgement (BlockAck) a.881934
IE"?ﬁffu.ﬂ.CCEE.E. Foint B Client #1 8682.11 BAR %1988 FElock Acknowledgement Request (BlockAckReq) a.eaaaa9
By Client #1 @{..ﬁccem Point 882.11 BA %1081 Elock Acknowledgement (Blockick) a.eppass
@.ﬂccess Point ByClient #2 882.11 BAR ®1e8a FBlock Acknowledgement Reguest (BlockAckReg) a.88a828
BiClient #2 @.&ccesz Point 882.11 BA %1981 Flock Acknowledgement (BlockAck) 8. peapaL
By ciient &2 @{.Access Point B82.11 CTS %1188 Clear To Send (CTS) a.eaaz2a7




Getting the complete picture
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Know your protocol, know your network

WLAN Controller

T
VLAN 10 @ VLAN 20

{ WLAN Controller
I
I
I

S/ S/ % S/

— — — — — == — — — == — — ==

Site WLANS f vian 01 > \ N AN * \ / VLAN& \ Y AR <o \ [ vanios & \

Corp VLAN 10 [ , ;| 1 | 1 | 1 | I
Guest VLAN 99 i I I

| A N coi o oo |
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Know your protocol, know your network

{ WLAN Controller HQ { !
I WLAN Controller WLAN Controller !
I VLAN 10 VLAN 20 !
| | !
\ —————————————— ‘ ‘ I . . —\ A L B o B o B o B o B o B o B o A o B /
/ S/ $/ $/
o — — = = — — = — - — — —_— o= — — -_—
Site WLANS I VLAN 101 &2 \ I VLAN 102 < \ I VLAN& \ I VLAN 104 < \ I VLAN 105 & \
Corp VLAN 10 1 | 1 | 1 | I
Guest VLAN 99 | | |
| ralri ol oo o e
' SJUHL' B S ¥ EE!
] Site 3 ] Site 4 I Site 5 ]
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Each location provides a different view

WLAN Controller

WLAN Controller WLAN Aiontroller
VLAN 10 < Ei; > VLAN 20

|
|

|

| |
K4

___H

\ P B A e B A A e A e A A e A A B o A e ‘ ‘ | ] | I Gl B B B B B BN o B . )
AP Capture — VAN 99 Controller Capture VLAN 99
DHCP Discover DHCP Discover
...... DHCP Offer
DHCP Discover

Wireless Capture
DHCP Discover

PP IHTR

N/ V% \¢
] ——_ ) il "N -_ vl " -_ - - s " —-_
VLAN 101 ’ \ I VLAN 102 t ’ VLAN& VLAN 104 I VLAN 105 ’
I
I

_—__\

PV IE

[ ——
[ ——

\ \
I I
! I
I I
| !

s —— =~

==y Site 1 Site 2 Site 3 Site 4 Site 5
.-m‘l —_—_/ ____/ \____/ —_—_/ _—__/
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Each location provides a different view

y 2 { \
/ AP Capture — Filter: Dropped Packets \ !
Packet 1: I
Time: 14:12:18.565600, Len: 324, 802.3, Proto: 0x0800, Vlan: 343, Priority: 0, Ingress: extvlan, VLAN 20 i
vlan343,13_off: 18,14_off: 38 .
DropReason: wireless client-to-client disallow(228) I |
802.3: 00-04-96-35-01-87 > D8-BB-2C-30-09-68, 802.11p pri 0,802.11q vlan 343, protocol 0x0800 '
IPv4:10.187.36.2 > 10.187.37.92, proto UDP, IPv4 length 306, DSCP 0, Id 0, DF — i — _\ — e ——— — /
UDP: ports 67 > 68, data length 286

QHCP: Offer from 0.0.0.0 to D8-BB-2C-30-09-68 of 10.187.37.92/255.255.254.0

g g g E——— o, = - -
f \ian 101 \ [ anvio \ VLAN 103 \ [ vanios \ f vian 105 \
| 1 | | | | | | |

L B LA Lt B B i el
AR 'FIII"IﬁﬁI R
™ Vsie 2 ] Site 3 ) | Site 4 I Site 5 ]

\

_—__/

____/

_—__/
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Each location provides a different view

g EENN & EENN TN EENN  EENE  DEEN DEEN NN DEEE BENN DS DEaN DG B D B s S e e e B REaa RN R R

/ _ _ ™ ( DMZ I
Forwarding Database - Analsyis |

#more system:/proc/dataplane/bridge/fdb | grep 00-04-96-35-01-87 CED WLAN Controller !
[1259.0 key 3fe5] 00-04-96-35-01-87 vlan 343 -> Tunnel to 46.4A.B5.8C, 296 sec to VLAN 20 |
live, wireless-client ! i

|

PP —— -

\_

— o w—
I LAN 101 ‘ I VLAN 102 VLAN 103
| | |

o o= = o w— =
\ \ [ vianios \ f vian 105 \
| | | | | |
l | | | il el
Iﬁ"'lll "III"I'F' Sou
il n‘_n“ Site 1 Site 2 [ Site 3 [ : Site 4 | Site 5 l
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Thank you!
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